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Abstract: In response to the vulnerability of fingerprint-based indoor positioning models to adversarial sample attacks,
as well as the high resource overhead and limited generalization ability of traditional adversarial training, an ensemble
adversarial defense method based on data augmentation and distillation, named EDEAD, was proposed. In EDEAD, the
data distillation technique was employed to improve the quality of the augmented data and the early stopping algorithm
was used to save training costs. Additionally, a coherence gradient alignment loss term was introduced to enhance adver-
sarial response consistency among sub-models while maintaining inter-model diversity. This effectively reduced the
transferability of adversarial samples among different positioning models and enhanced the robustness and generalization
of the entire indoor positioning system. Experimental results show that under strong black-box attacks, comparing to the
traditional high-robustness ensemble strategies GAL and DVERGE, EDEAD reduces the time overhead by 30.6% and
26.1%, respectively, while improving positioning accuracy by 70.6% and 28.3%. These findings verify that EDEAD opti-
mizes computational efficiency while maintaining high robustness.
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g (%! )RR MINGR D7 s A AR SR B s i . B4R
IR B s 2 F A P R R E S5, FR 2808
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ROR. Rk, FEUNZRBYBEOI N —Fp R T4 A 1R
PR I PUREA R BN o Z AL JE I ST PR A
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18 T RN S IREARANE NG BN PURE A,
FEBN 2 (B o FE A% 5| AR A 7 A TR EL

BART S, WENSIERERHe,,» SARH
KEHUREART L X' = x|, = ¢, B, BRI EZEARD
BTSN, W RPN SRR ALK, B e
BRI B H AR, 1EAREX BRI
R . XA I SRS — 5 T SR
THEE, T A BORD T A 5 0 A AR ]
MAGHEZE X ES, #— PRI Tl ZRmiss
R SRR RARE .
222 sHREREEEEF 5K

R R 2T E AR A A DR 47 A5 2 PN A B 1Y)
[FIF, SCEUAAY A 2 e e, DA IR = N B AL R
SRR E A SR, BEELT, XPRpfT
ET RSS IR LU A R B 0, Rk, &
AP BN 2% 8] B 4E B R T H BRI R e Ipid . 88
1M H TR FE X 55 % Bt 1 2 18] 280R0 Ry 30 9 78 4
BTk, JoER I RSS H8 SUEHE L sh == (Al )
YeRs, R R T RSSEdm BN = RIAESE H & 24
ANEOor A B, S EOTF AT A . B,
AXEI T —MEHTEREANEMN S HITH
FRCAS ARG B 1R 4 30 2 ) 4 P = 7 v, R AR N Rt
FE A 5 N IE Ak T, B OAH S PR A R R SF AR
(CGAL, coherence gradient alignment loss) » 4 7l
Hi, CGAL MBI AU T & H 2 48Tl
GHAE, TS T EANEATE NN ZRUNYE
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EEWNEN R F, RSSTRSUEHEE T KH
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R AR TS AR s L SRR T
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FrAR CGAL, Ml R zh 25 18] ) AL .
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- DL, () + L (x) |+ 2CGAL  (10)
i=1

0P EE—FR 7 2 R & BB 1 A
A1 58 SR A5 RAR L Grad 75 b 2 s 04t
FEARIISE, 56 5y F o8 CGAL ik . Hirr, 2
NS, TP R UR SRR N 5
A B A o ASCHE /NI IE SR _EREAT 1R R K
W, BRI = 0.7, FET TR R HER %
X PGB T RUR o 2075 A BRI BT
FEARFER R B () AT RS 1, AT SR THEEAS 5 N SE AL
RGN BT E .

AL EDEAD J5 i BRI AN 535 1 o

®3£1 EDEAD J7ikHES

MIN TR, RSSIESUEEL D, #t
RRND, RRINZR K e

Wl RBUEMERF

I)fori=1tondo

2) WIS F )RS TR S,

3) end for

4) # Hu g g 5 A

5)fork=1toedo

6) forj=1tobdo

7) MEHE S D b B8 ALk 3 45 S0bR 28 X

(x.y)
8) A8 FH 2% AR 25 O BT 4% CGAN A R
SR ! (N3
9) fori=1 ton do;
10) AT B B2 B A0 AL AR LA 2 8
0" (X5
11) TR B HIR L (07)
12) N e R E A AP C M PN
CGAL (X9

13) BB MUERIRL(07) (X(10)

14) end for

15) end for

16) end for

3 SRS DM

3.1 IMRRERHMIESE

1) 5258 45 PyTorch [ >R 44 S HRAHINT PR A<
d I E N E MR . #AE R S8 Windows 10,
RAM K/ A 64 GB, GPU &y GeForce RTX 3060.
JIT 45 R Y [ I 25 56 IR epoch TR 200, Xt T
SGD fift#s, ZhESEHWEN0.9, VIIRFTEKN
0.1, fE120~170 58X WEE 2] %, X T Adam
Ak ds, VIS RN, NEZEHKEN
0.000 1.

2) A T BE T A A R, RSS FRSUEE
% 520 4k #) UllindoorLoc %% 4 $EB% F1 35 4 (1)
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3.2 ANEIERB T ERBTE T 7

A5 T AN A8 75 15 7E UllindoorLoc (4
A2 1 B YIS D) A i 1] 2k A 2 e
d7), PR A LA PGD-10 B oy A 34T 20 4, 4
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ADP 3180 2 846 2940
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TRS 10 095 3900 5820
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ATTik 5460 4920 3 060

M 1A I, Baseline 7&K &5 NIENL 5
g, YIRS a5 Rk . BTk
%7712 (ADPFIGAL) YIZRFERT K 5T Baseline J7
%%, {H GAL [F RSS 48803 8l 7 [ ik = i 220,
WITRS AR HTHRG R /7% (DVERGE
FTRS) 254 i i = A, I ghoAR 2R
I, o TRS 38 PR B~ 3 -5 A ABL A AL 2 1l
SEY RMEZR., M2, FASTEN J7ikiE il 1
IR R IR AR A B, T8 T AR 2Rk
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